
Sven Schleier January 2024Training Catalogue

Bai7 GmbH
Sven Schleier B.Eng.

January 2024



Instructor

Sven Schleier

Sven, an application security expert 
living in Austria, is the co-founder of 
Bai7 Consulting together with his wife 
Bettina. With extensive experience in 
the delivery of numerous offensive 
security engagements, he also provides 
support and guidance on software 
development projects for mobile and web 
applications throughout the SDLC.

Feedback from Students: 

• "Good level of detail and range of subjects. 
Really fantastic course! Exercises were great!" 

• "Good pace, good content and a knowledgable 
trainer. I think all aspects were done well if 
not really good.” 

• "Very well organized with a Github repo, 
Corellium and various vulnerable apps. Nice 
support to make everything work as easily as 
possible" 

Since 2016, Sven has been a project 
leader and co-author of the  
O W A S P M o b i l e A p p S e c T e s t i n g 
Guide(MASTG) and OWASP Mobile AppSec 
Verification Standard (MASVS). 
He has conducted talks and workshops 
globally, engaging with diverse 
audiences, including developers, 
penetration testers, and students. 
Find more about him on LinkedIn.

https://www.linkedin.com/in/sven-schleier/
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The Mobile Playbook: 
A Developer's Guide to iOS & Android App Security

The Mobile Playbook: 
A Pentester’s Guide for dissecting iOS and Android Apps



The Mobile Playbook: 
A Developer's Guide to iOS & Android App Security
Master iOS and Android Application Security in a Hands-On Workshop

In our digital era, mobile apps are crucial to our daily 
lives, making strong security a must. If you're wondering 
how to spot vulnerabilities early in development, enhance 
app security from the start, and understand threats from 
potential attackers, this training is perfect for you! 

Each day is an exploration of different 'defensive' and 'offensive' 
strategies. In the Defending section, you will learn how to proactively 
identify common vulnerabilities in your source code using open source tools, 
and how to build a secure foundation for your app using threat modeling. In 
the attacking part, we put on our hacker hats and you will learn what 
attackers do to reverse engineer mobile applications and how they can exploit 
vulnerabilities. 



The Mobile Playbook: 
A Developer's Guide to iOS & Android App Security

Student requirements  

Basic knowledge about mobile app development and desire 
to learn new things. 

Hardware requirements: 

•Laptop with Internet Access 

•Chrome 

•Free Github account 

Course length:  

- Customisable 0.5 - 1 day (Android) 

- Customisable 0.5 - 1 day (iOS) 

Offered: On-site, remote and hybrid 

Up to 30 students

An Android and iOS device is NOT needed, as an emulated instance 
will be provided for each student that is hosted in Corellium. 
This is a cloud-based environment that allows each student 
access to a rooted Android and jailbroken iOS device during the 
training. 

Master iOS and Android Application Security in a Hands-On Workshop



The Mobile Playbook: 
A Developer's Guide to iOS & Android App Security
Master iOS and Android Application Security in a Hands-On Workshop

Students will be provided with: 

•Slide deck for iOS and Android training and all videos for all the demonstrations shared in the class. 

•A Github repo with pre-configured Github Actions to execute SAST, SCA and Secret Scanning. 

•All vulnerable apps used during the training, as either APK or IPA. 

•Detailed write-ups for all the labs, to be able to redo the labs again after the training in your own pace. 

•Dedicated Slack channel will be used to help students for preparation before the training, communication 
during the training and to stay in contact after the training for any questions. 

•Certificate of completion.

Each module has hands-on components where students follow the lab instructions. 

After successful completion of this course, students will be able to implement 
mobile apps more securely and have a better understanding of vulnerabilities in 
iOS and Android. 



The Mobile Playbook: 
A Developer's Guide to iOS & Android App Security

An Android and iOS device is NOT needed, as an emulated instance 
will be provided for each student that is hosted in Corellium. 
This is a cloud-based environment that allows each student 
access to a rooted Android and jailbroken iOS device during the 
training. 

Example Syllabus for 4 x 0.5 days of Hands-On Workshops

Tuesday - Defending Android apps (half day) 

• Introduction to the OWASP MAS Project and overview of the Android 
platform 

• Basics of threat modelling by following Adam Shostack's 4 
question framework. 

• Automatic Static scanning of Kotlin source code, identifying 
vulnerabilities and eliminating false positives. 

• Secure usage of the KeyStore and best practices for storing data

Week 1 - Android

Wednesday - Attacking Android apps (half day) 

• Introduction into Reverse Engineering Attacks on Android  

• Deeplinks - Exploitation of a deep link vulnerability and best 
practices for its remediation. 

• Dynamic Instrumentation (Frida Crash Course) on Android  

• Introduction into SSL Pinning and learning how to bypass

Tuesday - Defending iOS apps (half day) 

• Overview of the iOS platform  

• Static scanning of Swift source code to identify vulnerabilities 
and eliminate false positives. 

• Software Composition Analysis (SCA) - Scanning 3rd party 
libraries and SDK’s in mobile package managers for known 
vulnerabilities and mitigation strategies. 

• Scanning for secrets in source code repositories

Week 2 - iOS

Wednesday - Attacking iOS apps (half day) 

• Introduction into Reverse Engineering Attacks on iOS 

• Dynamic Instrumentation (Frida Crash Course) on iOS  

• Jailbreaking and exploring different ways to reverse engineer iOS 
apps. 

• Biometric Authentication and making Face ID bulletproof



Introduction into mobile security…  
…and it’s differences to web application security. 

0.5hr

Introduction to the OWASP MAS Project  
which consists of a mobile application security 
standard (OWASP MASVS) and a comprehensive testing 
guide (OWASP MASTG).

0.5hr

Threat Modeling  
Basics of threat modelling by following Adam Shostack's 
4 question framework.

1hr

Secret Scanning in mobile apps 
Looking for secrets in source code repositories and 
identifying ways to handle them securely.

1hr

Classes are custom built from the following learning modules.  

(Please note times are approximate.)

Generic -  

Core Modules



Classes are custom built from the following learning modules.  

(Please note times are approximate.)

Android -  

Core Modules

Overview of the Android Platform 
Security Architecture (Sandboxing etc.) 

0.5hr

Dynamic Instrumentation (Frida Crash Course)                  
Understand how attackers use Frida to analyse your 
Android app.

1hr

Introduction into SSL Pinning                
Best practices for using and implementing SSL Pinning

1hr

Static Application Security Testing (SAST) 
Automated analysis of Kotlin source code for 
vulnerabilities

1hr

Software Composition Analysis (SCA)       
Analysis of 3rd party libraries for known 
vulnerabilities in the context of Android

1hr

Rooting… and why an attacker doesn’t need it 
to attack your app 

0.5hr

Deeplinks                                 
Manual Source code review to identify and 
exploit a deep link vulnerability.

1hr

Introduction into Reverse Engineering Attacks 
Bypassing controls such as “root detection” on 
Android and best practices for implementing them

1hr

Sensitive Data in Local Storage 
Secure usage of the KeyStore and best practices 
for storing data

1hr

WebViews 
Secure configuration and common attacks

0.5hr



Classes are custom built from the following learning modules.  

(Please note times are approximate.)

iOS -  

Core Modules

Overview of the iOS Platform 
Security Architecture (Signing etc.)

0.5hr

Dynamic Instrumentation (Frida Crash Course)                  
Understand how attackers use Frida to analyse your 
iOS app.

1hr

Introduction into SSL Pinning 
Best practices for using and implementing SSL Pinning

1hr

Static Application Security Testing (SAST) 
Automated and manual static analysis of Swift 
source code for vulnerabilities.

1hr

Software Composition Analysis (SCA)  
Analysis of 3rd party libraries for known 
vulnerabilities in the context of iOS.

1hr

Jailbreaking… and why an attacker doesn’t need 
it to attack your app 	

0.5hr

Biometric Authentication…  
Making Face ID bulletproof 

1hr

Introduction into Reverse Engineering Attacks 
Bypassing controls such as “jailbreak detection” 
on iOS and best practices for implementing them.

1hr

Sensitive Data in Local Storage 
Secure usage of the KeyChain and best practices 
for storing data.

1hr

WebViews 
Secure configuration and common attacks

0.5hr

Stateless authentication in Mobile Apps 
JSON Web Tokens (JWT) and it’s security 
implications.

1hr



The Mobile Playbook: 
A Pentester’s Guide for dissecting iOS and Android Apps
Master iOS and Android Application Security in a Hands-On Workshop

Immerse yourself in the world of mobile application security 
with this intensive hands-on course designed specifically 
for penetration testers.

This course provides a deep dive into analysing Android and iOS applications for 
security vulnerabilities, covering the full spectrum of testing phases including dynamic 
testing, static analysis and reverse engineering.  

We will use the OWASP Mobile Application Security Testing Guide (MASTG), an open source, 
comprehensive guide that provides a structured methodology and detailed technical test 
cases. You will gain hands-on experience with open source tools and advanced 
methodologies by being guided through real-world scenarios. 



The Mobile Playbook: 
A Pentester’s Guide for dissecting iOS and Android Apps
Master iOS and Android Application Security in a Hands-On Workshop

Course length:  

- Customisable 1 day (Android) 

- Customisable 1 day (iOS) 

Offered: On-site, remote and 
hybrid 

Up to 20 students

Student requirements:  

Basic knowledge about Linux CLI and desire to learn new things. 

Hardware requirement: 

•Laptop (Windows/Linux/macOS) with at least 8GB of RAM and 40GB 
of free disk space. 

•Full administrative access in case of problems with the laptop 
environment (e.g. ability to disable VPN) 

•Virtualisation software (e.g. VMware, VirtualBox, UTM); a 
virtual machine will be provided available for X86 or ARM 
(MacBooks) with all tools required for the training. 

An Android and iOS device is NOT needed, as an emulated instance 
will be provided for each student that is hosted in Corellium. 
This is a cloud-based environment that allows each student access 
to a rooted Android and jailbroken iOS device during the training. 



The Mobile Playbook: 
A Pentester’s Guide for dissecting iOS and Android Apps
Master iOS and Android Application Security in a Hands-On Workshop

Each module has hands-on components where students follow the lab instructions. 

After completing this course successfully, students will gain a clearer 
understanding of testing for vulnerabilities in mobile applications. They will be 
equipped to recommend appropriate mitigation techniques to developers and conduct 
tests consistently.

Students will be provided with: 

• Slide deck for iOS and Android training and all videos for all the demonstrations shared in the class. 

• All vulnerable apps used during the training as either APK or IPA. 

• Detailed write-ups for all the labs, to be able to redo the labs again after the training in your own pace. 

• Dedicated Slack channel will be used to help students for preparation before the training, communication 
during the training and to stay in contact after the training for any questions. 

• Certificate of completion.



The Mobile Playbook: 
A Pentester’s Guide for dissecting iOS and Android Apps

Example Syllabus for a 2 days Hands-On Workshop

•Introduction to the OWASP MAS Project and overview of the Android 
platform  

•Introducing a methodology to intercept all network traffic of an 
Android app and analyze with Burp Suite 

•Dynamic Instrumentation (Frida Crash Course) for Android 

•SSL Pinning 

Lunch (1 hour) 

•Static Analysis by decompiling an APK - Exploitation of a deep 
link vulnerability and best practices for its remediation. 

•Testing for Sensitive Data in Local Storage (Shared Preferences, 
SQLite Databases etc)  

•Anti-reverse engineering controls on Android and their 
effectiveness explained in detail, such as 

•Root detection 

•Hooking detection 

•Capture the Flag (CTF)

Day 1 - Android Day 2 - iOS
•Overview of iOS Platform and Security Mechanisms 

•Static Analysis of IPAs 

•Dynamic Instrumentation (Frida Crash Course) for iOS 

•Testing iOS Apps without Jailbreak 

•Introducing a methodology to intercept all network 
traffic of an iOS app and analyze with Burp Suite 

Lunch (1 hour)  

•Testing Stateless Authentication with JSON Web Token 
(JWT) in an iOS App 

•Testing for Sensitive Data in Local Storage 

•Anti-reverse engineering controls on iOS and their 
effectiveness explained in detail, such as 

•Jailbreak detection (Objective-C and Swift) 

•Capture the Flag (CTF)

https://mas.owasp.org/


Classes are custom built from the following learning modules.  

(Please note times are approximate.)

Android -  

Core Modules

Overview of the Android Platform  
Security Architecture (Permissions, Sandboxing 
etc.) 

0.5hr

Rooting… and why an attacker doesn’t need it to 
attack your app 

0.5hr

Intercept HTTP 
Introducing a methodology to intercept all HTTP 
traffic of an Android app and analyze with Burp 
Suite

1hr

Frida Crash Course  
Understand how attackers use dynamic instrumentation 
to attack mobile apps and bypass root detection

1hr

Introduction into SSL Pinning  
Bypassing various implementations of SSL Pinning

1hr

Sensitive Data in Local Storage 
Secure usage of the KeyStore and best practices 
for storing data

1hr

Biometric Authentication…  
Bypassing and making it bulletproof 

1hr

Introduction into Reverse Engineering Attacks 
Bypassing detection controls on Android and best 
practices for implementing them

1.5hr

Brida (Burp + Frida) 
Usage of Dynamic Instrumentation in Burp

1hr

Static Analysis of an APK 
Decompiling an APK and exploitation of a deep link 
vulnerability and best practices for its 
remediation.

1hr

Capture the Flag (CTF)  
Investigate an app with the newly learned skills!

1hr



Classes are custom built from the following learning modules.  

(Please note times are approximate.)

iOS -  

Core Modules

Overview of the iOS Platform  
Security Architecture (Code Signing, Sandboxing 
etc.) 

0.5hr

Jailbreaking… and why an attacker doesn’t need it 
to attack your app 	 0.5hr

Intercept HTTP 
Introducing a methodology to intercept all HTTP 
traffic of an iOS app and analyze with Burp Suite

1hr

Frida Crash Course 
U n d e r s t a n d h o w a t t a c k e r s u s e d y n a m i c 
instrumentation to attack mobile apps and bypass 
jailbreak detection

1hr

Introduction into SSL Pinning 
Bypassing various implementations of SSL Pinning 1hr

Sensitive Data in Local Storage 
Secure usage of the KeyChain and best practices 
for storing data

1hr

Biometric Authentication… 
Bypassing Face ID and making it bulletproof 1hr

Introduction into Reverse Engineering Attacks 
Bypassing detection controls on iOS and best 
practices for implementing them

1.5hr

Testing iOS Apps without Jailbreak 
Using the Frida-Gadget and repackaging an IPA 0.5hr

Intercept Non-HTTP 
Intercepting  a methodology to intercept all 
network traffic of an iOS app and analyze with 
Burp Suite

0.5hr

Stateless authentication in Mobile Apps 
JSON Web Tokens (JWT) and it’s security 
implications

1hr

Capture the Flag (CTF) 
Investigate an app with the newly learned skills! 1hr
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Bai7 GmbH
Get in touch

✉ training@bai7.at  

🧑💻 Linkedin

mailto:training@bai7.at
https://www.linkedin.com/in/sven-schleier/

